


Know
your rights
Under Jamaica's Data Protection Act

Personal data must be processed
in accordance with the rights of
data subjects.
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Appropriate technical and
organizational measures must be
implemented to protect personal data.
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Data must not be transferred to
another country unless the recipient
country ensures an adequate level of
protection.
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We value and respect your privacy. As 
a data subject, you are entitled by law 
to the following rights with respect to 
how we process your personal data:

You have the right to know, free of 
charge, whether we process your 
personal data and to be provided with 
a description of:

RIGHT TO BE INFORMED

The personal data which we may 
hold for you;
The purposes for which we process 
your data; and
Any third parties with whom we 
may share your data.



You have the right to request that we 
correct any inaccuracies in the 
personal data we hold about you, 
including any errors or omissions. We 
must also communicate these 
corrections to any third parties with 
whom we have shared your personal 
data.

RIGHT TO RECTIFICATION

You have the right to receive, for a fee, 
a copy of the personal data we hold 
about you and its source, where 
applicable.

You also have the right to request, 
where technically feasible and upon 
payment of a fee, that we transfer any 
personal data you provided to us to 
another data controller.

RIGHT TO ACCESS AND PORTABILITY
OF YOUR PERSONAL DATA

Where we rely on automated decision 
making to process your personal data 
for evaluation purposes, such as 
assessing your creditworthiness, you 
have a right to be informed of the 
logic or basis for such automated 
decision-making as well as to object to 
any decision being made solely on 
that basis.

RIGHT TO BE INFORMED
OF AUTOMATED PROCESSING



JDPA: Data
Protection &
Risk Detection
Checklist

You have the right to withdraw your 
consent, at any time, to direct 
marketing. In certain circumstances, 
you may have the right to request that 
we cease processing your personal 
data, such as where it may cause you 
unwarranted and substantial distress 
or damage, or where the data is 
incomplete or irrelevant.

Research to understand your firm's 
exact responsibilities as related to the 
legislation.

Create an action plan, which lays out all 
the tasks that need to be completed in 
order to comply with the JDPA prior to 
implementation of the JDPA in 2018.

Complete a risk assessment on the 
systems used for processing and 
controlling data by your firm, any 
vendors or other 3rd party providers.

RIGHT TO WITHDRAW CONSENT
& OBJECT TO FURTHER PROCESSING



Investigate innovative and specialist 
technology and select a solution 
specifically designed to support 
business services, which can facilitate 
normal workflow, while preventing data 
loss and providing risk detection 
analytics.

Understand whether you need to 
appoint a Data Protection Officer to 
take responsibility and control of data 
protection issues on behalf of your firm.

Use a data removal solution to strip 
files of sensitive metadata before they 
are uploaded to, or shared in a browser, 
the cloud or via email.

Identify the highest-risk areas where 
sensitive personal information is stored.

Identify a solution that can help assess 
the risk from content being shared and 
make sure files are only stored in correct 
and sanctioned locations, with flags on 
unsanctioned activity.

Speak to experts and make use of 
advisory services, to ensure you are fully 
meeting all JDPA requirements.

Educate staff and end users on the risks 
of data sharing and the specific issues 
related to embedded data within 
shared files



Consent
Requirements
Under the JDPA

MUST BE MUST NOT
Given by a 

statement or 
clear affirmative 

action

Freely given, 
specific, 

informed and 
unambiguous

Proven by 
the data 

controller

Withdrawn 
as easily as it 

is given

Be inferred from 
silence, 

pre-ticked boxes 
or inactivity

Make consent a 
condition for 

receiving a service 
unnecessarily

Use confusing 
or  unclear 
language

Bundle with 
other terms and 

conditions
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